
Heartbleed vulnerability

You may have heard about or received information about the Heartbleed vulnerability

recently. We have put together the following FAQ to help answer your questions.

What is Heartbleed?

Heartbleed is a vulnerability in SSL, which is a method used to encrypt most traffic on

the internet.

How does it work?

The flaw in SSL allows servers that provide encrypted traffic over the internet to be

susceptible to attacks that dump the memory of the webserver in 64k blocks. That

information can then be read in an unencrypted format.

In plain English:

Whenever you log in to a secure website that is vulnerable, an attacker would have a

brief period of time during which they could retrieve your username and password from

the server without your knowledge.

Was Concho Educators affected?

We have checked all aspects of our internet services and determined that Concho

Educators was NOT affected by the vulnerability.

How does it affect me?

It is very likely that you have been affected. It is estimated that as many as one-third of

the sites on the internet are/were vulnerable to this bug. Also, it has existed for almost

two years without being made public.

What do I need to do?

 Make a list of all sites that you use that are password protected such as email,

social networks, sites that you pay bills, sites that you order merchandise from,

etc.

 Test to see if a site is vulnerable by visiting https://lastpass.com/heartbleed

 If the site is listed as vulnerable, changing your password won’t protect you since

an attacker could dump your information again. We recommend that you wait

until the site is fixed before changing your password. Until it is fixed, we strongly

recommend that you do not use the site.

 If the site shows as NOT vulnerable, log in and change your password

immediately.

If you have any questions or concerns, please don’t hesitate to contact us. You can

reach us by phone at 325-944-4551 or you can email our IT department at

cefcuit@wcc.net.

https://lastpass.com/heartbleed

